IT DEVELOPMENT ENGINEER

Department: IT
Reports to: IT Development Supervisor / Director of Technology

Job Summary:

Each engineer in the IT Development Team plays a critical role in designing, implementing,
and maintaining robust, scalable IT solutions tailored to the unigue needs of International
School Manila. Team members bring specialized expertise in areas such as application
development, database engineering, application security, and overall IT solutions
development, all while adhering to a shared set of core responsibilities.

By combining individual specializations with collective accountability, the team efficiently
addresses diverse technical challenges and delivers innovative solutions aligned with the
school's mission and vision. This collaborative structure enables each engineer to concentrate
on their area of expertise while contributing to the team’s overall success.

Qualifications:

e Bachelor's degree, preferably related to Computer Science; Master’'s degree is a plus

e At least 3 years of related experience in software development, including development
and maintenance of school-based systems, creating customized reports using Crystal
Reports and/or SQL Server Reporting Services, and Powerschool or any other related
student information system for K-12 schools

e Working proficiency in the following:

o C#, Net and/or PHP
o Oracle, SQL Server or MySQL databases
o HTML, HTMLS5, IJquery, Javascript, CSS, CSS3, Bootstrap, cross-browser
compatibility and Web User Interface Design (Ul).
o Software design patterns and effective development methodologies
e Excellent verbal and written communication skills
e Demonstrates strong sense of organizational and time management skills and
detail-oriented
e Highly motivated, flexible and is able to multitask
Ability to identify issues, determine solutions and work in a collaborative environment
Ability to write and troubleshoot T-SQL code, stored procedures, functions, tables,

views, triggers, constraints
e Confidentiality is a must

Key Responsibilities:
All IT Development Engineers are expected to contribute to the development of secure,

user-friendly, and high-performance applications while adhering to the latest development
standards and best practices to deliver impactful solutions. While responsibilities are tailored
to individual specializations, issues, documentation, and other deliverables will be addressed
and delivered in alignment with their respective areas of expertise. The core responsibilities
shared by all are outlined below.

e Agile Process, DevOps Practices and Continuous Improvement

o Embrace Agile methodologies to deliver iterative improvements, ensuring rapid cycles,
quick response times, and flexibility in handling requirements.
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Adapt DevOps practices such as continuous integration, automated testing, and
version control to streamline development workflows, deployment, and operations.
Collaborate with development and operations teams to implement and refine DevOps
pipelines and Agile processes, improving collaboration and accelerating delivery.

Apply Agile practices by working in sprints to deliver iterative improvements, applicable
for both front-end and back-end web applications.

Actively participate in daily stand-ups, sprint planning, and retrospectives to foster a
collaborative, dynamic team environment.

Stay informed about emerging technologies and industry trends to ensure the school’s
IT infrastructure remains modern and efficient.

Contribute to the continuous refinement of IT development practices, methodologies,
and workflows, ensuring the department strives for excellence in technical execution
and customer service.

Contribute to aligning workflows, tools, and methodologies across specializations for
more streamlined development and operational efficiency.

e Troubleshooting and Issue Resolution

(e]

Identify and troubleshoot issues related to data flow, database performance, and
integration within assigned systems.

Provide technical support for assigned systems, assisting application users with issues
related to application functionality, database performance, system access, or overall
system performance.

Monitor and address recurring issues related to applications, databases, or overall
systems by leveraging specialized knowledge to independently diagnose and resolve
technical problems.

Proactively recommend improvements or solutions to prevent future issues, minimize
system downtime, and enhance the user experience, all while ensuring alignment with
assigned responsibilities.

Document troubleshooting processes and solutions using IT Helpdesk or equivalent
tools, along with relevant tools, to build a knowledge base for future reference.

e Collaboration and Documentation

(e]
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Regularly update the Senior or Project Lead, IT Development Supervisor, and Director
of Technology on project progress, challenges, and resolutions to ensure alignment
and informed decision-making.

Collaborate with Development and IT departments, administrative units, stakeholders,
and end users to gather feedback, refine requirements, identify areas for improvement
in existing systems and processes, and proactively recommend and deliver innovative
IT solutions that enhance efficiency, performance, and user satisfaction while aligning
with organizational goals.

Build productive relationships with external vendors and consultants to ensure smooth
integration and effective use of third-party solutions.

Create and maintain comprehensive technical reports, summaries, and presentations
to effectively communicate progress, challenges, and solutions to stakeholders,
ensuring alignment across teams.

Maintain clear, detailed documentation of systems, application code, development
practices, database related documents, deployment processes, and version control to
ensure team collaboration, transparency, and audit readiness.

Provide thorough handover notes during project transitions or role changes to ensure
continuity and knowledge transfer.
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o Engage in initiatives such as workshops, hackathons, or cross-team brainstorming
sessions to foster innovation and team synergy.
e Ownership & Initiative
o Efficiently manage time, resources, and technical skills to complete high-quality tasks
on time, ensuring the successful execution of IT department goals while meeting
deadlines and maintaining standards.
o Demonstrates a proactive approach by anticipating challenges, finding solutions
independently, and stepping up to lead when necessary.
e Standard Procedures Alignment
o Ensure all development activities are aligned with established institutional standard
procedures relevant to software development and IT systems.
o Adhere to coding standards, version control practices, and system integration
processes to maintain consistency across projects.
o Follow development life cycle procedures, ensuring that all phases—from planning to
deployment—are executed in accordance with internal standards.
o Actively participate in regular reviews and audits to ensure compliance with best
practices and industry standards for software development.
e Cross-Functional Development Support
o Contribute to development tasks and support during periods of lighter specialization
workload, ensuring smooth transitions across various projects.
m Actively participate in projects or tasks outside of primary specialization, promoting
seamless integration and consistency across diverse development areas.
m Share expertise with team members in different specializations, offering guidance
and technical support to drive successful project outcomes.
m Provide assistance in resolving urgent issues across specializations, minimizing
downtime and ensuring effective problem resolution.
m Deliver timely support for complex technical challenges across various platforms,
maintaining consistent performance and system stability.
e Others
o Fosters and sustains a community that rejects all forms of discrimination.
o Assists in developing and maintaining safe spaces for all individuals at ISM.
o Performing additional IT development tasks as assigned by the IT Development
Supervisor and/or Director of Technology, adhering to all relevant standards and
adapting to varying technologies.

K ibilities by Specializati

The section below outlines the key technical domains where each IT Development Engineer
may be assigned, tailored to their area of specialization. By leveraging their expertise,
developers contribute to delivering high-quality solutions and driving continuous
improvements in these domains.

1. Application Development
Focus: Designing, developing, and optimizing secure, scalable applications, ensuring
their continuous improvement and seamless functionality to meet the institution’s
evolving needs.
e Web Application Design, Development, and Scalability
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Design, develop, and demonstrate software prototypes and proof of concepts by
creating wireframes, prototypes, and proof of concepts to showcase new ideas
and gather stakeholder feedback.

Build and maintain responsive web applications by developing, maintaining, and
optimizing web-based applications to provide seamless user experiences across
devices such as desktop, tablet, and mobile.

Architect scalable applications by designing application architectures and
implementing code to handle increasing user loads and data without
performance degradation.

Utilize modern development frameworks and tools by leveraging
industry-standard frameworks, tools, and languages such as but not limited to
.Net Frameworks, Node.js, Angular, React, and SQL to ensure efficient and robust
development.

Translate business requirements into technical specifications by defining and
implementing solutions based on user stories and business needs, ensuring
alignment with client objectives.

Develop features and optimize functionality by creating new features, enhancing
existing functionalities, and applying fixes to improve overall application
performance.

Conducting thorough testing during the coding stage to ensure the application's
functionality, reliability, and performance. This includes writing and executing unit
tests, debugging code, troubleshooting errors, and optimizing performance.
Identify and fix issues, ensuring the application meets defined requirements and
standards before moving to subsequent development phases.

Monitor and ensure front-end and back-end compatibility by overseeing the
functionality of Ul components, databases, and APIs to guarantee responsiveness
and compatibility across devices and platforms.

Optimize user interfaces and ensure cross-browser compatibility by
implementing responsive frameworks like Bootstrap and Foundation to improve
interfaces and ensure consistent performance across different browsers.

e Security and Performance Compliance

o

Implement and monitor security practices to safeguard both websites and web
applications against vulnerabilities, cyber threats, and breaches.

Manage cloud security tools, as well as on-premise security measures, ensuring
both environments follow industry best practices.

Implement security best practices, such as input validation, data encryption, and
secure authentication, to prevent commmon vulnerabilities.

Regularly test the application’s performance and optimize it to handle increased
traffic and data volume.

Stay current with security vulnerabilities and compliance standards, ensuring
applications remain secure and functional.

2. Database Administration
Designing, implementing, and managing robust database systems to support various
operational functions, including finance and accounting, library management, student
information systems, campus card systems, human resource systems, and other
academic and administrative systems. Responsibilities will be tailored to the specific
database systems assigned to each IT Development Engineer.
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Database Administration

(¢]

Administer and manage database utilities, ensuring optimal performance, data
security, and compliance with relevant regulations.

Oversee relationships between database users and applications to ensure proper
access and secure data flow.

Maintain and optimize databases across multiple platforms (e.g., Oracle, SQL
Server, MS SQL) to support various operational functions.

Monitor and troubleshoot database performance, addressing issues related to
storage, access, and system integration.

Data Design, Modeling, and Query Management

o

Apply expertise in relational database concepts and query languages to design
summary or aggregation tables, views, and reports that support operational and
analytical needs.

Perform data modeling and maintain accurate entity relationship diagrams
(ERDs) and other data models to reflect data structures and relationships within
the systems under management.

Optimize queries for performance to ensure efficient data retrieval across all
integrated systems.

Database Maintenance, Support and Documentation

o

Maintain and update database support tools for assigned systems, ensuring
consistent health and performance.

Manage and update database tables, dictionaries, and other data resources to
support evolving operational needs.

Develop and review backup and recovery procedures to ensure data integrity and
minimize downtime for the assigned systems.

Maintain up-to-date documentation on database designs, integration processes,
maintenance procedures, and troubleshooting practices for the assigned
systems.

Provide regular reports on database performance, system integration status, and
backup procedures to management and technical teams.

Database Integration

(0]

Design, develop, and implement database integration solutions to ensure
seamless data flow between systems.

Implement ETL (Extract, Transform, Load) processes to facilitate accurate data
movement and integration between systems.

Monitor integration processes to ensure smooth and efficient data exchange,
troubleshooting and resolving issues as they arise to maintain consistency and
data integrity across systems.

3. Application Security
Focus: Ensuring the security, compliance, and seamless integration of applications,
safeguarding sensitive data while optimizing connectivity and interoperability across
systems and platforms.

Information Systems and Cybersecurity Maintenance
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o

Collaborate with application and database engineers to ensure the security of
applications developed and maintained by the team, including supporting the
integration and implementation of essential security features within the software.
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Monitor user access and permissions for applications, ensuring appropriate
access control is established in alignment with organizational policies.

Conduct regular vulnerability scans and assessments on applications, web
applications, APIs, and infrastructure to identify commmon security risks. Perform
both manual and automated security testing using tools such as Burp Suite,
custom scripts, and other relevant or up-to-date tools. Report findings to Senior
Staff and/or the Cybersecurity Team for resolution.

e Systems Testing and Evaluation

(¢]

Actively involved in the testing phase of application development, playing a
critical role in identifying and addressing security vulnerabilities, ensuring the
effective implementation of security controls, and overseeing functional and
other essential testing processes.

Assist in the evaluation and testing of third-party software or systems integrated
into the school’s applications to ensure they meet security requirements.
Document and report the results of application tests, noting any security
vulnerabilities and proposing improvements to the development team.

e Risk Assessment and Mitigation

o

Assist in creating documentation for risk assessments related to applications,
ensuring security vulnerabilities are noted and tracked.

Collaborate with key members of the IT development team to implement minor
fixes and security patches for applications.

Assist in the assessment of new software and tools to ensure they meet security
standards before integration into applications.

e Security Incident Investigation and Resolution

o

Monitor logs and security alerts for applications under development to identify
potential security incidents.

Support Senior Engineers in resolving application-related security issues,
including applying patches or security updates.

Contribute to the investigation of incidents like unauthorized access or data leaks
within developed applications.

4. Overall IT Solutions
Focus: Delivering comprehensive, scalable, and innovative technology solutions that
address a wide range of organizational needs, ensuring seamless integration, operational
efficiency, and alignment with strategic goals.
e Solution Design & Development

o
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Collaborate on full-stack development by creating scalable, reliable, and
high-performing software solutions, designing and implementing both front-end
and back-end components to address the school's technical needs, from user
interfaces to server-side logic and databases.

Ensure seamless system integration by aligning new software with existing
applications and systems, whether on-premise or in the cloud, and facilitating
compatibility and smooth data exchange across platforms.

Leverage industry-standard development frameworks, tools, and languages such
as Node.js, Angular, React, and SQL to design, build, and maintain robust and
efficient applications.
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System Optimization & Performance Management

(¢]

Identify performance bottlenecks in applications and infrastructure. Use profiling
and monitoring tools to assess system performance and propose improvements.
Design and implement load-balancing and scalability strategies to distribute
workloads efficiently across servers or cloud services, ensuring application
availability and consistent performance during peak loads.

Perform continuous monitoring of both server-side and client-side performance,
identifying bottlenecks and implementing optimization strategies to ensure
smooth, scalable web applications.

Apply capacity planning and predictive analyses to anticipate growth and scale
both front-end and back-end resources accordingly.

Azure Resource & Cloud Management

o

Manage and configure Azure resources, including PaaS (Platform as a Service)
and CDN (Content Delivery Network), to ensure optimal performance, scalability,
and cost efficiency.

Collaborate with the security team to implement and monitor cloud security
measures, ensuring compliance with internal security policies and external
regulatory requirements.

Monitor cloud resource usage to verify efficiency and manage costs effectively,
proactively suggesting optimization strategies to reduce overhead and improve
resource allocation.

Contribute to the expansion of the school’s cloud infrastructure by investigating
and implementing additional cloud solutions to enhance scalability, reliability,
and operational efficiency.

Additional Cross-Functional Support within the IT Department

(¢]

Collaborate with cross-departmental teams to design, implement, and maintain
integrated IT solutions involving hardware, deployment configuration, and
database management tailored to the school’s educational and operational
needs.

Oversee the setup, optimization, and troubleshooting of on-premise resource
servers, ensuring seamless performance and alignment with deployment
requirements.

Contribute to the creation and implementation of comprehensive backup
strategies, integrating on-premise and cloud-based solutions in alignment with
the IT Department's playbook for disaster recovery.

Configure, deploy, and maintain applications and systems, ensuring compatibility
and scalability within the school’s existing IT ecosystem.
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